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1. Introduction to School LAN Installation and Configuration

Purpose
In the design stage, schools have already planned most of the technical options for the school LAN basing on their specific requirements. In this stage, the Contractors will perform the actual implementation of the school LAN according to those design options.

This document provides guidelines on things that have to pay attention to during the installation and configuration. 

Scope

This document has the same topics as the Design Guidelines, that is it is written under the five key aspects of the school LAN:- 

· Network Infrastructure
· User Administration

· Resources Sharing

· Security

· Extendibility

Each topic is only described briefly in this document, so that readers can concentrate on the key points for the installation and configuration work. For detail description of each topic, readers may refer to same topic in the Design Guidelines.

2. Network Infrastructure
2.1. Basic Building Blocks of A Windows NT Network

2.1.1. Domain

After deciding the number of Windows NT domain for the school LAN and the corresponding naming convention in the design stage, the Contractor should perform the installation and configurations of the domain settings accordingly and the following guidelines should be considered:-

· Create a temporary user account with administrator right for the contractor to perform the configuration work and Disable the account immediately after all the work has been completed.

2.1.2. Servers

After deciding the number of servers, their roles and their configurations in the design stage, the Contractor should perform the installation and configurations of the servers accordingly and the following guidelines should be considered:-

· Install each server manually instead of using disk image copying since Microsoft does not support the disk image copying deployment method for Windows NT Server.

· Ensure that the latest patches/fixes of Windows NT Server and the software running on the server have been installed.

· Ensure that the add-on utilities like Option Pack and administration tools like Windows NT User Wizard, Security Configuration Manager and etc. have been installed on the Windows NT Server.

· Ensure that the most updated device drivers for the connected devices like display adapter, network adapter and etc. have been installed.
2.1.3. Workstations

The school LAN will have quite a large number of workstations. In the design stage, schools have planned the preferred configurations of the workstations and there should be only a few number of configurations for the workstations. 

Disk image copying and unattended installation are two common ways for deploying Windows NT Workstation.

For disk image copying, a master image has to be created and it is then copied to other workstation machines. Microsoft only supports this method if the master image is prepared using Microsoft System Preparation Tool. This is a relatively faster and more consistent way to install and configure Windows NT Workstation and software packages on the workstations.

For unattended installation, the deployment is done through installation scripts. This method requires relatively longer time for testing before its implementation.

Besides the deployment, the Contractors should consider the followings during the installation and configurations of the school LAN:-
· Ensure that the latest patches/fixes of Windows NT Workstation and the software running on the workstation have been installed.

· Ensure each workstation includes the followings:


- Dial-up Networking


- all the multimedia applications provided with NT


- Quick and ChangJei input methods for Chinese NT


- the Internet Explorer provided with NT upgraded to version 4.0 or above.

· Ensure that the device drivers for the peripheral devices have been installed on the machines that would use them.
· Ensure that the icons for the peripheral devices have been included in the user profile of the user accounts that are permitted to use them. 
· Use Microsoft System Preparation Tool to prepare the master image if disk image copying is used for workstation deployment.

More Information
More On System Preparation Tool

Each Windows NT Workstation would have an unique Security ID (SID) which is generated at the time of installation. If there are two machines having the same SID running on a network, they may be mal-functioned. In the past, Microsoft did not support the use of disk image copying for the deployment of Windows NT Workstation. At the 4th Quarter of 1998, Microsoft announced System Preparation Tool and the support of disk image copying of Windows NT Workstation if this tool is used in preparing the master image.

Windows NT Workstations will have not duplicated SIDs if they are installed through disk image copying with the master image prepared by the System Preparation Tool.

More on Disk Image Copying 

There are some points for considerations in using disk image copying :-

1) the hardware configurations for the workstation machines must be identical or very similar;

2) the number of workstation configurations should be identified and there should be one master image created for each configuration.

3) the number of workstation configurations should be kept as small as possible for easier management; if two configurations are just different in some minor customizations, only one master image containing their common configurations may be created for them and the customizations may be done after copying the image;

4) the media used to distribute the master image, e.g. through network or CD-ROM, should be decided;

5) if there are multiple master images, the management of these images should be done carefully.

2.2. Network Communications
2.2.1. Communication Protocols

In the design stage, schools have decided on the communication protocols for the school LAN. In this stage, the Contractors perform the installation and configurations accordingly and the following guidelines should be considered:-

· Bind TCP/IP as the first communication protocol if more than one protocols have been enabled on a machine.
2.2.2. Network Addressing

In the design stage, schools have decided on the IP address range and their own addressing scheme within the school. In this stage, the Contractors perform the installation and configurations accordingly and the following guidelines may be considered.

· Use Dynamic Host Configuration Protocol (DHCP) for the dynamic assignment of IP addresses.
· Configure one and only one of the Windows NT servers as the DHCP server for the school LAN.

· Assign IP addresses to servers, other than the DHCP server itself, statically through the address reservation of the DHCP server

· Assign IP address to the DHCP server and devices that do not support DHCP manually.

· Configure the DHCP server to assign the following TCP/IP settings:- subnet mask, default gateway, WINS server, DNS server (if applicable) to each DHCP client, in addition to the IP address.
2.2.3. Naming Conventions
In the design stage, schools have decided on the naming conventions for Windows NT domain, computer and devices. In this stage, the Contractors should perform the installation and configurations accordingly and the following guidelines should be considered:-
· Configure one and only one of the Windows NT servers as the WINS server for naming resolving in the school LAN.
· Remember to add appropriate descriptions like location and purpose for the computers and devices, so that users can get more information about a particular computer/device when viewed through Network Neighbor.

3. User Administration

3.1. User Account Policy
In the design stage, schools have decided on the user account policy. In this stage, the Contractors should create and configure the user accounts accordingly and the following guidelines should be considered:-

· Schools may already have electronic copies of student information that may be used to simplify the user account creation and future maintenance and the Contractors should try to make use of this

· Document the procedures for user account maintenance in the Administrators’ Manual.

3.2. Desktop Settings for Different Groups of Users

In the design stage, schools have decided to use roaming profile for personal user accounts on the school LAN. In this stage, the Contractors should consider the followings for configuring desktop settings of users:-

· Create and customize a user account template for each group of user accounts. Use special character, say, underscore as the starting character. Assign a group of user profiles through the account template.
· Store the user profiles on the Primary Domain Controller or the Backup Domain Controller. Set the profile directory as a sub-directory under the home directory of the corresponding user.
· If schools are planning to provide two user accounts to each user, one for Chinese Windows NT and one for English Windows NT, it is suggested Contractors to create two profile directories under the home directory of the corresponding user.
· Use the environment variables like %username% in specifying the profile for the user account to give more flexibility.
· If schools are planning to use mandatory shared user profiles, the corresponding System Policy should be set to give notices to users that they cannot save any changes upon made on the desktop and applications upon exit.

· In managing users’ desktop environment, Windows NT System Policy should be used. There are system policy templates from add-on utilities like Internet Explorer Administration Kit (ieak.adm), Zero Administration Kit (zakwinnt.adm), Office 97 Resource Kit (off97nt4.adm) and etc. that provide more specific control on users’ desktop environment. The Contractors should try to make use of them.
More Information
Account Templates
Account Template is a standard user accounts that include all the properties common to a group of users. A simple example will be creating two template accounts, one for teachers and one for students. It is suggested to give the template account name starting with a non-alphabetic character like underscore ‘_”, e.g. _teachertemplate, _studenttemplate. Account names starting with non-alphabetic characters will always appear at the top of the User Manager windows, so it is easier to locate them.

Rolling–out User Profiles
There are two methods of rolling out user roaming profiles: automatic and manual method. Automatic method will use the Default User Directory on the NETLOGON share. Manual method will use copy function in the system template of control panel.
3.2.1. Login Script

Login script is another way that may be used for customizing users’ desktop environment. The Contractors should consider the following guidelines:

· Create and assign a login script for a group of user accounts instead of a single user account, for easier administration.

· Perform the at least the following functions in the logon script


- Map the network drives


- Synchronize the local time with the server time


- Set up environment variables for applications


- Display messages to users

3.2.2. Installation of Useful User Account Administration Tools

The Contractors should install the following tools to facilitate schools on performing user account administration:-

· Install Windows NT User Wizard to facilitate the addition, removal and modification of user accounts.

· Install the Security Configuration Manager to facilitate the security configuration of user accounts.

· Install the User Administration Tools on one of the workstation, so that the administration works may also be done through this workstation.
3.3. Home Directory Scheme

In the design stage, schools should have decided a scheme for home directory. In this stage, the Contractors should consider the following guidelines:

· Put the home directories for all the user accounts on the domain controller for better management and easier backup and restore.

· Create a central directory, say, Home on the server and a sub-directory for each user under the central directory as the home directory. 

· Assign the same home directory for the same user, even if two profiles (Chinese and English) are assigned to the user to solve the bilingual problem. Assign NTFS Change permission for that user only. 

· Map the shared home directory to a local drive on the workstation for the users. The common convention is to map it as U: drive.

· Hide the shared home directories in the Network Neighbour by appending a dollar sign ($) to share name.

· Share the home directory of each user for network accesses and don’t share the central directory for network accesses.

3.4. Grouping strategy

In the design stage, schools have decided to use group strategy to assign user security. During the installation and configuration, Contractors should consider the following guidelines:

· Use global user group to group user and use built-in local groups for assigning permissions to each global group.

4. Resources Sharing

4.1. File and Directory Sharing

4.1.1. File System

In the design stage, schools have decided on the file system for their Windows NT machines. In this stage, the Contractors should perform the installation and configuration accordingly and the following guidelines should be considered:

· Pay attention to the limitation of the NTFS file system on partition size, especially that for the boot partition.
· For each server machine, reserve sufficient disk space for the Windows NT operating system, system-related software (e.g. proxy server), server-based applications and user storage.
· For workstation machines, in case of multiple operating systems need to be installed within the same machine (e.g. Chinese Windows NT Workstation, English Windows NT Workstation, and MS-DOS), set appropriate disk partition space for each platform.

More Information

Multiple Operating Systems

To use NTFS and access to another operating system, schools must have at least two disk partitions.  Format the first local hard drive (e.g. C drive) with a file system that Windows NT and the other operating system (e.g. Windows 98) can use, such as FAT.  Format the other partition with NTFS.

4.1.2. Sharing Data
In the design stage, schools have developed the strategy of sharing directories.  In this stage, the Contractors should perform the installation and configuration accordingly and the following guidelines should be considered:

· Before sharing a directory, set appropriate NTFS file permissions on that desired directory and its files and subdirectories to desired user group(s) (choose local groups instead of global groups or individual users for ease of management), according to the strategy developed.
· In sharing a directory, assign a meaningful and unique share name and make appropriate comment for that shared directory.
· In sharing a directory, if that shared directory is used for application sharing, set a limit on the number of users who can connect to that shared directory concurrently according to licenses purchased for that application.
· In sharing a directory, leave the share permission of that shared directory as default that restricts the access to shared directories only by NTFS file permission for ease of security control.

· Assign the permissions for both Chinese and English user accounts of a user.
· After sharing a directory, if that shared directory need disk space control (e.g. user’s home directory), assign appropriate disk quota to that shared directory.
· Set audit trail to files and/or directories if it is necessary to track their usage.
4.1.3. Disk Quota System

In the design stage, schools have decided on the disk quota scheme for users.  In this stage, the Contractors should perform the installation and configuration accordingly and the following guidelines should be considered:

· Assign disk quota to user accounts and/or directories according to the disk quota scheme decided.

· Configure the decided subsequent action(s) the disk quota system will take if a user reaches or is about to exceed his or her quota (e.g. send a message to that user; deny the creation or addition of any new data, etc.).

More Information

Different Kinds of Quota

There may be various kinds of quota in a disk quota system, for instance, user and file object.

· User quotas are established at the server’s hard drive level.  For example, user Helen may have a quota of 10 MB on drive C while 20 MB on drive D.

· File object quotas may be set for any drive, directory or file (a directory may optionally include all its nested subdirectories).  For example, drive C may have a quota of 500 MB for students in Class 1A.  The directory C:\Home\YYKay may have quota of 10 MB.

4.2. Application Sharing

In the design stage, schools have developed the strategy for application sharing.  In this stage, the Contractors should perform the installation and configuration accordingly and the following guidelines should be considered:

· Discuss with the Contractors about the specific requirements of each application program.
· If a desktop management software is deployed, install application programs to workstations through this desktop management software whenever possible so that administration works can be reduced while system manageability can be increased.
· Install application programs according to the type of installation decided (e.g. Typical, Compact, Complete, or Custom).

· In addition to the standard components available in various types of installation, install the bundled but optional components or utilities if schools desire to.  For instance, Microsoft Office 97 comes with Value Pack which is useful to students and teachers (e.g. punctuation tool bar and equation editor for Chinese Word 97).
· Ensure that concurrent connections to the shared applications which are stored and shared on servers are limited to the number of licenses purchased (see “Shared Directories” above).

· Ensure that the latest patches and fixes for all software are installed. For example, Service Release 2 (SR-2) patch for Microsoft Office 97, and Option Pack and Service Pack 4 for Microsoft Windows NT to attempt to make them error-free.
· Ensure that all the patches/fixes that required to make the software to be Year 2000 (Y2K) compliant are applied. For example, applying Service Release 2 (SR-2) patch for Microsoft Office 97 (Chinese Traditional) to make it Y2K compliant.

· Test thoroughly for the compatibility and stability of the patches/fixes with the existing system before applying the patches/fixes.
4.3. Print Sharing

In the design stage, schools have developed the strategy for printer sharing.  In this stage, the Contractors should perform the installation and configuration accordingly and the following guidelines should be considered:

· Install network printer sharing devices (if any) and connect to desired shared printers accordingly.

· Set up print queues for each printer on the print server machine(s) (e.g. either Windows NT Server or Workstation).

· Ensure that each shared printer is only assigned as the local printer of one print server machine only.
· Assign a meaningful and unique printer name which conforms to the developed naming convention to all printers.
· Assign a meaningful and unique share name which conforms to the developed naming convention to all shared printers.

· Set comments and location information to shared printers.

· Grant “Print” permission to “Everyone” as the printer permission on all printers so that everyone on the school LAN can print documents to all printers (this is default setting).  However, schools may restrict users from printing documents to some shared printers (e.g. restrict students from printing documents to the shared printer in staff room).  Refine the printer permission if necessary.

· Administer all or selected teachers to the “Print Operators” local group of the print server machine so that those teachers can have adequate privilege to manage printers and print jobs.

5. Security

5.1. Physical and Hardware Security

In the design stage, the physical and hardware security should be first considered as the frontline defense. The Contractors should perform the implementation accordingly.

5.2. Windows NT Security

5.2.1. Account and Password Policy
In the design stage, schools have decided the password and login policy. In Windows NT account policy, several configuration settings are better to be considered. Several examples are listed in the following for reference:-

Parameters
Setting

User Properties

User Must Change Password at Next Logon
Yes

Password Never Expires
No

Account Policy

Maximum Password Age
every 90 days

Minimum Password Age
at least two days

Minimum Password Length
at least 6 characters 

Password Uniqueness
at least 3

Lockout
after 5 bad attempts

Reset count
after
30 minutes

Lockout duration
30 minutes

Forcibly disconnect remote users from server when logon hours expire
Yes

5.2.2. Control on System and File Accesses

In the design stage, schools have decided the plan for users and resources control. Contractors are expected to use various tools in Windows NT such as user right, system policy, resources permission, login script and profile to achieve the schools’ requirements.

5.2.3. Audit Policy and Security Log
In the design stage, the schools have decided the audit policy. The followings are some auditing settings for reference. It is noticed that auditing would affect the system performance and maintenance loading. The contractors perform the installation and configuration accordingly to schools’ requirement. 

Audit event settings:

Events
Setting

User and group management
All events

Security policy change
All events

Startup, Shutdown & System
All events

Logon and Logoff
Failure event

5.3. Data Security

5.3.1. Virus Protection

In the design stage, the schools have decided the virus protection policy and the contractors should perform the implementation accordingly. In configuring the anti-virus software, the followings are better to be discussed with the contractor:

· Use scheduler feature to schedule unattended scans, especially for server machines.

· Ensure the anti-virus software to be installed matches with the corresponding language platform, say, Chinese and English platform.
· The signature file of the anti-virus software contains the information of all the virus that it can detect. Periodic free update of the signature file for the anti-virus software is necessary.
5.3.2. Fault-tolerant Disk Systems

In the design stage, schools have decided on the fault-tolerant disk systems. In this stage, contractors perform the installation and configuration accordingly.

5.3.3. Uninterruptible Power Supply (UPS)

In the design stage, schools have decided on the acquisition of UPS. In this stage, UPS management software can be installed to enhance the use and management of the UPS. In configuring the software, the following features should be discussed with the contractor:-

· Automatically send an alert message to the school LAN administrator and user in case of power failure.

· Unattended and scheduled system shutdown and automatic reboot upon school request.

· Scheduled UPS self-tests to monitor the health of the UPS.

· UPS power event logging for diagnosis.

5.4. System Backup and Recovery

In the design stage, the schools have decided on the backup strategy. In this stage, the backup management software can be installed to facilitate the backup management. In configuring the software, the following features are better to be discussed with the contractor:

Feature
Function

Tape password protection
Protect the backup tapes with password so that the data can be protected even the tape is stolen.

Unattended and scheduled backup job
Help to perform backup operation automatically at specific time

Log file generation
All backup event like success and failure operation can be logged for diagnosis

Support different backup schemes
Different backup schemes such as full, incremental and differential schemes

Monitor tape drive status
The status of tape drive can be tracked for problem solving

6. EXTENDIBILITY 
6.1. Remote Access Services (RAS)
In the design stage, schools have developed the strategy for RAS.  In this stage, the Contractors should perform the installation and configuration accordingly and the following guidelines should be considered:-

· Ensure the authorized users for remote dial-in have been assigned the appropriate user rights through the User Manager for Domains.

6.2. Internet Access
In the design stage, schools have decided on various details of Internet access through the school LAN. In this stage, the Contractors should perform the installation and configuration accordingly and the following guidelines should be considered:-

· Ensure the icon for a web browser is included in the desktop settings of each user.

· Ensure the icons for other Internet applications like e-mail client are included in the desktop settings of each user if schools required those applications.

· Configure the Internet browser for each user to access the World Wide Web (WWW) through the proxy server. 

6.3. Integration with Existing Systems

In the design stage, schools have decided on various details on the integration of the school LAN with the existing systems. In this stage, the Contractors should perform the installation and configuration accordingly.







