	教育統籌局及教育署的合併
Merger of Education and Manpower Bureau

with Education Department

教育署已經於2003年1月1日與教育統籌局合併成為一個新機構。新機構仍稱為教育統籌局。 

The Education Department (ED) and the Education and Manpower Bureau (EMB) have merged with effect from 1 January 2003.  The new organization will continue to use the name Education and Manpower Bureau (EMB).
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1. Introduction to School LAN Administration and Operation
Purpose

This document aims to serve as a reference for the Contractors to provide detailed supporting documents for the administrative and operation tasks declared, in addition to any customized or special tasks according to schools’ particular specification and requirements. In addition, schools should gain more information about administrative and operation tasks in their school LAN and use this document as a checklist to monitor the Contractors’ documentation works.

Scope

Several tasks are declared in this document and they are classified into two categories:

· Administrative Tasks

· Operation Tasks

Administration Tasks involve general administrative and housekeeping tasks that should be handled by school LAN administrators. This may include:-

· network management

· user administration

· software installation
· data backup
Operation Tasks involve some general operation tasks that should be performed by ordinary users. This may include:-

· system logon and logout

· desktop customization

· accessing files and directories on servers

· document printing

· notebook connectivity.
The details steps of these tasks should be described in the following support documents provided by the Contractors:-
· installation guideline of hardware and software

· network administration guideline
· user manuals on the customized desktop environment and applications/utilities
2. Administrative Tasks
This section introduces the role of a school LAN administrator and declares some administrative tasks that the school LAN administrator(s) should handle.

2.1. Role of a School LAN Administrator

A school LAN administrator is a system planner, operator, auditor and maintenance specialist.  The roles of a school LAN administrator include the followings:

· Planning the LAN file servers, shared printers & workstations

· Planning the Windows NT domain modeling

· Setting up user accounts and groups and their access privileges

· Setting up and maintaining shared resources and their permissions

· Managing daily operation such as equipment shutdown and backup/restore

· Auditing school LAN events and security

· Monitoring the utilization and performance of the school LAN

· Installing LAN application software

· Documenting the LAN configuration changes

· Assisting new users to start using the network
· Keeping an up-to-date inventory of all the hardware and software of the school LAN

These activities can be divided into pre-installation and post-installation.  The former covers the activities from the planning of the LAN to successful installation of hardware and software.  The latter refers to activities afterward.

School should consider the followings:

· Designate teachers who have knowledge in IT and/or experience in Windows NT network as school LAN administrators.

· Create a separate account for each school LAN administrator and use a second, non-privileged account for activities other than LAN administration.

2.2. Administration Tools

Windows NT comes with several tools that can help school LAN administrators administer and manage the school LAN.  The following table shows some administrative tools for Windows NT.

	Tool
	
	Function
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	Administrative Wizards
	The administrative wizards help school LAN administrators complete specific tasks easily.  School LAN administrators can use these wizards to add new user accounts, set security on files or folders, share folders, create new and modify existing user groups, and check to see if installed software is licensed.
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	Backup
	Backup is a tool used to back up information to the server’s local tape drive.  However, if a 3rd party backup software is installed, school LAN administrators shall use the 3rd party backup software instead of that one.
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	Disk Administrator
	Disk Administrator is a tool for managing disk resources.  Use Disk Administrator to make changes to the hard disk or to partition an additional hard disk.
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	Event Viewer
	An event is any significant occurrence in the system or in a program that requires school LAN administrators to be notified.  Event Viewer notifies school LAN administrators and/or puts the event in a log.
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	License Manager
	License Manager manages and tracks licenses for Microsoft Windows NT and its family products on servers in the school LAN.  It provides a centralized view of Per Seat and Per Server licenses and manages the purchasing or deleting of licenses.
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	Performance Monitor
	Performance Monitor is a tool for monitoring the performance of the computer or other computers on a network.
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	Remote Access Admin
	Use the Remote Access Admin to control the Remote Access server, view users, set user account permissions, and monitor Remote Access traffic.
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	Server Manager
	Server Manager displays a list of workstations and servers in the school domain.
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	System Policy Editor
	System Policy Editor enables school LAN administrators to control the user-definable settings in Windows NT user profiles, as well as system configuration settings.  School LAN administrator can use the System Policy Editor to change desktop settings and restrict what users can do from their desktops.
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	User Manager for Domains
	User Manager for Domains enables school LAN administrators to establish, delete, or disable domain user accounts.  School LAN administrators can also set security policies and add user accounts to groups.
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	Windows NT Diagnostics
	Windows NT Diagnostics displays information about the computer’s resources.

	User Administration Tools
	User Administration Tools are some of the above administrative tools that can be installed to school LAN administrators’ workstation so that administrators can remotely administer servers and manage the school LAN.


The following are several administrative tools which may be useful for schools and the Contractors, and can be downloaded at Microsoft’s web site.
	Tool
	
	Function

	Windows NT User Wizard
	The Windows NT User Wizard is an administration utility built for use with Windows NT Server 4.0 that allows school LAN administrators to import user lists and automatically set up Windows NT logon accounts, groups, and permissions, etc.  It is especially useful:

· at the beginning of the school year

· bringing students onto the network mid-year as individual student changes occur

· at the end of the school year as students graduate, removing the students from the network.

	Zero Administration Kit
	The Zero Administration Kit (ZAK) is a set of methodologies for deploying Windows NT that reduces the burden of individual desktop management.

	Security Configuration Manager
(Prerequisite: Service Pack 4)
	The Security Configuration Manager (SCM) is a Microsoft Management Console (MMC) snap-in tool that allows school LAN administrators to configure security for the school LAN, and then perform periodic analysis of the network to ensure that the configuration remains intact.

	System Preparation Tool
(Prerequisite: 3rd party disk-image cloning utility)
	The System Preparation Tool for Windows NT Workstation 4.0, in conjunction with third-party disk-image cloning utilities, provides an easy and efficient way to deploy Windows NT Workstation 4.0 throughout the school LAN.  Using this approach schools can easily deploy nearly every aspect of a user's desktop  including Windows NT Workstation, applications, and templates  via disk duplication, rather than having to run complex installation programs to every workstation.


Schools and the Contractors should consider the followings:

· Use Windows NT built-in administrative tools for managing basic and small tasks (e.g. user account modification for a few users).

· Use “Windows NT User Wizard”, “Zero Administration Kit”, “Security Configuration Manager” and “System Preparation Tool” to help implement the school LAN in order to reduce the time and administrative costs.

· The Contractors should provide customized tools for schools to perform extensive user administration and network management in batch mode (e.g. massive user accounts and groups creation, modification and deletion at the beginning and the end of a school year).

2.3. Network Infrastructure

Schools are advised to request the Contractors to:

· Provide detailed information of the following in the “Administrator’s Guide”.

	
	1) 
	The domain naming convention scheme developed in “Part I: LAN Design Guidelines”

	
	2) 
	The computer naming convention scheme developed in “Part I: LAN Design Guidelines”


· Document detailed configurations, steps and sequences with sample screens for explaining the purpose and illustrating the procedure for performing the following activities in the “Administrator’s Guide”.

	
	1) 
	Managing domains and trust-relationships

	
	2) 
	Managing directory replication

	
	3) 
	Adding and removing Windows NT computers

	
	4) 
	Viewing and assigning IP address


2.4. User Administration

Schools are advised to request the Contractors to:

· Provide detailed information of the following in the “Administrator’s Guide”.

	
	1) 
	The user naming convention scheme developed in “Part I: LAN Design Guidelines”

	
	2) 
	The group naming convention scheme developed in “Part I: LAN Design Guidelines”


· Document detailed configurations, steps and sequences with sample screens for explaining the purpose and illustrating the procedure for performing the following activities in the “Administrator’s Guide”.

	
	1) 
	Managing user accounts (e.g. create, delete, rename, unlock, enable and disable user accounts, logon hours and workstations, etc.)

	
	2) 
	Managing groups (e.g. create, delete, and rename local and global groups, etc.)

	
	3) 
	Strategies for grouping users

	
	4) 
	Managing logon scripts

	
	5) 
	Managing home directories

	
	6) 
	Rolling out user profiles

	
	7) 
	Making changes to mandatory profiles

	
	8) 
	Managing system policies

	
	9) 
	Managing account policies

	
	10) 
	Managing user rights policies

	
	11) 
	Managing security policies

	
	12) 
	Automating administrative tasks (e.g. customized tools for performing extensive user administration and network management in batch mode)


2.5. Resources Sharing

Schools are advised to request the Contractors to:

· Provide detailed information of the following in the “Administrator’s Guide”.

	
	1) 
	The shared directory naming convention scheme developed in “Part I: LAN Design Guidelines”

	
	2) 
	The shared printer naming convention scheme developed in “Part I: LAN Design Guidelines”


· Document detailed configurations, steps and sequences with sample screens for explaining the purpose and illustrating the procedure for performing the following activities in the “Administrator’s Guide”.

	
	1) 
	Managing disk quota

	
	2) 
	Setting file and directory permissions

	
	3) 
	Auditing files and directories

	
	4) 
	Sharing a directory

	
	5) 
	Setting shared directory permissions

	
	6) 
	Setting up network printers

	
	7) 
	Setting up network printer sharing devices

	
	8) 
	Sharing a printer

	
	9) 
	Setting shared printer permissions

	
	10) 
	Installing printer drivers

	
	11) 
	Setting up printer properties

	
	12) 
	Installing and removing network applications


2.6. Housekeeping

Schools are advised to request the Contractors to:

· Document detailed configurations, steps and sequences with sample screens for explaining the purpose and illustrating the procedure for performing the following activities in the “Administrator’s Guide”.

	
	1) 
	Starting up and shutting down servers

	
	2) 
	Managing administrative alerts

	
	3) 
	Sending messages to connected users

	
	4) 
	Viewing and managing server connections

	
	5) 
	Managing and monitoring remote access connections and modems

	
	6) 
	Managing schedule services

	
	7) 
	Viewing events and managing event logs (e.g. setting options for logging events; archiving event logs, etc.)

	
	8) 
	Monitoring server capacity and performance

	
	9) 
	Backing up files

	
	10) 
	Scanning virus and updating signature

	
	11) 
	Licensing

	
	12) 
	Applying patches and fixes

	
	13) 
	Updating emergency repair disk


· Categorize the above activities into general administration or regular housekeeping tasks.  For regular housekeeping tasks, the contractors are also required to specify their schedule that whether they are performed daily, weekly, monthly or on any other schedule.

2.7. Disaster Prevention and Recovery

Schools are advised to request the Contractors to:

· Document detailed configurations, steps and sequences with sample screens for explaining the purpose and illustrating the procedure for performing the following activities in the “Administrator’s Guide”.

	
	1) 
	Developing disaster prevention and recovery strategies

	
	2) 
	Monitoring security and errors

	
	3) 
	Developing a backup strategy (e.g. backup plan and procedure; backup schedule; tape labeling-standard; tape replacement and cleaning cycle; check backup log, etc.)

	
	4) 
	Restoring files from backup tape

	
	5) 
	Developing a virus protection strategy (e.g. scanning virus schedule; updating virus signature schedule, etc.)

	
	6) 
	Defecting virus

	
	7) 
	Managing fault tolerant disk systems

	
	8) 
	Managing uninterruptible power supplies

	
	9) 
	Preparing and applying emergency repair disk

	
	10) 
	Preparing and running Workstation Recovery Disk


2.8. Working with Other Systems

Schools are advised to request the Contractors to:

· Document detailed configurations, steps and sequences with sample screens for explaining the purpose and illustrating the procedure for performing the following activities in the “Administrator’s Guide”.

	
	1) 
	Interoperating the Windows NT school LAN with existing systems

	
	2) 
	Managing desktop management software

	
	3) 
	Managing network management software


3. Operation Tasks
This section declares some operation tasks that ordinary users in the school LAN should perform.

3.1. General Operations

Schools are advised to request the Contractors to:

· Document detailed configurations, steps and sequences with sample screens for explaining the purpose and illustrating the procedure for performing the following activities in the “User’s Guide”.

	
	1) 
	Logging on and logging off Windows NT

	
	2) 
	Changing logon password

	
	3) 
	Locking and unlocking Windows NT

	
	4) 
	Customizing Desktop Environment

	
	5) 
	Using Network Neighbor

	
	6) 
	Using Windows NT Explorer

	
	7) 
	Using Task Manager

	
	8) 
	Using Recycle Bin

	
	9) 
	Accessing the Internet

	
	10) 
	Connecting to the school LAN at home


3.2. File and Directory Accesses

Schools are advised to request the Contractors to:

· Document detailed configurations, steps and sequences with sample screens for explaining the purpose and illustrating the procedure for performing the following activities in the “User’s Guide”.

	
	1) 
	Accessing home directory

	
	2) 
	Connecting, accessing and disconnecting shared directories

	
	3) 
	Exchanging files between servers and workstations

	
	4) 
	Scanning files for virus


3.3. Printing

Schools are advised to request the Contractors to:

· Document detailed configurations, steps and sequences with sample screens for explaining the purpose and illustrating the procedure for performing the following activities in the “User’s Guide”.

	
	1) 
	Connecting and disconnecting printers

	
	2) 
	Selecting printers

	
	3) 
	Printing documents

	
	4) 
	Viewing print jobs

	
	5) 
	Pausing and restarting print jobs

	
	6) 
	Deleting print jobs

	
	7) 
	Changing print jobs order


3.4. Notebook Computer Connectivity

Schools are advised to request the Contractors to:

· Document detailed configurations, steps and sequences with sample screens for explaining the purpose and illustrating the procedure for performing the following activities in the “User’s Guide”.

	
	1) 
	Connecting to school LAN via network cable

	
	2) 
	Dialing up to school LAN via phone line
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